Seamlessly integrate asset management and compliance
Asset management and compliance are the cornerstones for the documentation and control of IT
resources. These disciplines are often strictly separated from each other. Yet combining them reduces
effort and offers significant added value. Servers, clients, software and services are recorded in the IT
documentation of almost every company. The same applies for an analysis of risks and their evaluation,
e.g. according to ISO 27001 or ITGrundschutz of the BSI. If these systems work separately from each
other, assets must be recorded and maintained redundantly.

Requirements
 Avoid duplicate data maintenance
 Making information centrally usable

The challenge for many companies is to make information
usable across systems. It must be possible to carry out a
risk analysis and assessment for an asset in the IT

 Centrally control and manage tasks

documentation without creating it redundantly. Access to

 Ensure compliance in the entire organisation

implement company requirements and policies.

information must be centrally controllable in order to

The solution is the combination of the i-doit CMDB and the Compliance Manager SCM. This ensures
that the management of assets and compliance with global standards such as ITGrundschutz of the
BSI or ISO 27001 is much easier than before.
Assets are created in the i-doit CMDB with all the relevant information and these assets relate to other
objects. Thus, physical connections (e.g. based on cabling) and logical connections (based on
affiliations) are created via dependencies or relationships. Similarly, installed software on the devices
can be linked and assigned created licences. Subsequently, the fully documented assets are
transferred to the Compliance Manager SCM. There, both the analysis and risk assessments are
carried out using highly up-to-date information.
In this whitepaper, we show you how to create and manage IT and non-IT assets and transfer them to
Compliance Manager SCM for risk analysis and assessment.
The result: a perfect synergy. Your administrative burden is reduced to an absolute minimum. You
ensure compliance at an international level. And you get a centralised solution to manage tasks and
monitor progress.
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Complete central asset management with i-doit
The i-doit CMDB is used to record and document
all assets in the company. It serves as a data hub
for Compliance, Monitoring, Service Desk and
Discovery tools. Through central data storage,
users and teams work together on holistic
documentation.
i-doit comes with over 100 pre-defined object
types to comprehensively document IT and non-IT
assets. Each asset can be created as a separate
object with various pre- or self-defined attributes. It is irrelevant whether the captured object is a
building, a server or another device. Each asset can be recorded and documented.

Ensure compliance with the Standards Compliance Manager (SCM
ISO 27001, ITGrundschutz, TISAX and much more.
With Infopulse's Standards Compliance Manager
(SCM, companies and organisations ensure the
four important pillars of compliance: information
security, data protection, business continuity and
risk management.
The SCM covers all important standards, norms,
guidelines and procedures. All threats and
measures of common standards and guidelines are
integrated in the solution. Certification according to
ISO 27001, ITGrundschutz or in quality management according to ISO 9001 is thus fundamentally
prepared.
In addition, the SCM allows you to import and create your own standards, specifications and
guidelines. By assessing your current security level, you create trust with customers and suppliers and
adapt compliance-relevant processes at any time.
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The problem: asset and compliance management are often separate
Asset and compliance management are often mapped in different systems. Basically, this is the right
approach. Each tool was developed for a clear task area and maps the necessary core competences.
However, this strict separation means a huge waste of potential. Systems that are recorded and
maintained in asset management are also important for compliance. The same applies to changes in
the infrastructure. Information should not have to be maintained twice, but should be able to be
exchanged between systems.
The principle is to use information effectively.

Bi-directional communication between i-doit and the SCM
Combine i-doit and the SCM and unleash the otherwise wasted potential. All assets that are created
and documented centrally in i-doit can be exported via the interface to the SCM. Managing assets
using two separate tools is no longer necessary. The data is synchronised between the systems. In the
SCM, the assets are further classified and considered, for example, for risk analysis.
Depending on the standard selected, various measures can now be selected for these assets in order
to minimise the probability of risks occurring or to counteract them. The progress of the measures
taken can be tracked at any time via the Standards Compliance Manager. New tasks can also be
created here and thus persons and teams can be controlled.
We will show you how well the interaction between the i-doit CMDB and the Compliance Manager SCM
works in practice using a practical use case.
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Case-Story: i-doit & the SCM
The company in our use case has numerous locations worldwide in Germany, France, England, India,
Argentina and Spain. Due to the language barrier, each country has its own IT department that is
responsible for the locations in the respective country.
Compliance is ensured by the central compliance department at the head office in Spain. There, the
risk analysis and action planning according to ISO 27001 is carried out for all locations worldwide.
The compliance department faces a big problem. It has to implement the compliance requirements for
the foreign locations without actually knowing them. New devices are recorded in the documentation,
however in practice, weeks often pass before the compliance department learns about them.
In order to be better positioned for the future, various requirements have to be met.
 To carry out the risk assessment, the compliance department must be informed promptly
and completely about new devices.
 Tasks for international locations, persons and departments must be created and
controlled centrally.
 Assets and equipment are documented according to a pre-defined quality standard.
 Compliance based on highly up-to-date information must be checked and ensured at all
times.

Added value:
Central data storage
The i-doit CMDB is used to record and document all
assets in the company. It serves as a data hub for
Compliance, Monitoring, Service Desk and Discovery
tools. Through central data storage, users and teams
work together on holistic documentation.
i-doit comes with over 100 pre-defined object types to
comprehensively document IT and non-IT assets. Each
asset can be created as a separate object with various
pre- or self-defined attributes. It is irrelevant whether
the captured object is a building, a server or another
device. Each asset can be recorded and documented.
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Added value: Complete
documentation of all assets
A newly delivered server is simply created in i-doit using
the pre-defined object type. All information is recorded
in various categories. This is, for example, CPU, memory,
local mass storage, operating system, applications and
important contact persons. For each asset, a QR code is
also created, via which devices are inventoried and
information is retrieved via a scan.

Assets can be created in over 100 predefined object classes and managed centrally.
Specific object classes can be created and configured individually.

The category "Contact assignment" in the asset can be used to record important contact persons, and
also store organisations with different functions or roles. This makes it possible for IT and management
staff to identify the right contact person at any time.
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Contact assignments link key contacts, employees, departments, suppliers and contractors to the asset.

Each asset is assigned a physical or logical location. In addition, servers and network components can
be virtually "installed" in server racks to replicate them exactly. Technical staff and managers can thus
get a quick overview of the available capacities and configurations at any time.
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This newly created server can now be imported into the SCM via the interface. For this purpose, all
assets of the location from the i-doit CMDB are available in the SCM via the import button. Now only
the assets are selected and the import process is triggered with the selected parameters. The entire
structure of the company is mapped in the SCM. In our use case, the head office in Spain and all other
locations worldwide are recorded. Assets are automatically assigned to the respective location during
the import.
Each location has its own security concept. The responsible persons in the locations only have access
to their particular scope. The head office in Spain, which is responsible for compliance across all
locations, has an overview of all locations. It is able to control tasks. After a successful import, a
compliance check and risk assessment can be performed on the assets by the compliance
department.
The compliance department can now configure the measures for each imported asset. For the
preparation, the first step is to adjust the basic data. Here, the existing business processes are linked
and data protection consequences are defined. In addition to the basic data for classification, the
protection requirement for confidentiality, integrity and availability or another user-defined protection
goal can also be defined here. For the co-operation with the data protection officer, information on the
processing activities, data protection incidents, the persons responsible and the legal basis of the
processing are added.
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Compliance check by the Compliance Department
After the basic information has been adjusted, the gap analysis can be carried out. Alternatively, a
compliance check is possible to find the assets that are already secured and meet the compliance
requirements. This also highlights the systems that do not yet meet these requirements and will be
prioritised in the future.
The SCM has catalogues of requirements and measures from various standards such as ISO 27001, IT
Grundschutz according to BSI, TISAX and many others. The requirements from these catalogues are
automatically assigned to the assets from the respective device class. The compliance department
thus does not have to start from scratch and laboriously assign requirements to assets, but has best
practices directly after the rollout.
The results of the assessment are compiled and analysed across concepts on a dashboard. In this way,
the company has the most important information from all locations at a global level.

All compliance information for the locations can be clearly arranged on a dashboard.
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Carry out a risk assessment. Determine and control measures
While the security officer analyses the assets and determines their protection needs, the SCM uses
these assessments to automatically create an overview of the assets that require intensive risk
analysis. Depending on the scope, the hazards are available for selection from the catalogues and are
simply linked to the assets. For each hazard, the level of damage and probability of occurrence is
determined. The results of the asset-based risk assessment are presented on a 44 or 55 risk matrix
highlighted in colour.
In addition, the SCM has numerous other functions for risk handling, such as risk transfer, acceptance
and avoidance through restructuring, as well as risk reduction through additional measures. When
assigning measures for prevention and encounter, SCM offers suitable measures from the various
safety standards. Self-defined measures can be imported into the system and used for the assessment
of risks.

Identified hazards are processed during risk assessment and presented in a matrix.
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i-doit and the SCM
Configuration and compliance management at its best.
The combination of the i-doit CMDB and the Compliance Manager SCM makes the collection of all
assets and their information centrally usable. By transferring the data, all assets are used for risk
analysis and assessment. Tasks to increase and ensure compliance are also centrally planned,
controlled and managed. Processed information and reports constantly support the compliance
department and employees in identifying vulnerabilities.
Centrally available information gives your departments more long-term planning security in asset and
capacity management and allows them to make well-founded decisions based on up-to-date
information.

Request a demo now

Contact us

Save time, avoid multiple data entry sessions,
collect data from external stakeholders safely
and do more about your IT asset and compliance
management with one platform. With the
integrated solution you will be able to
conveniently monitor asset and compliance
statuses in a single place.

Our consultants will be happy to prepare a
customised webinar for you based on your
selection and explain all the benefits of the SCM
and i-doit step by step.
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 Recording and documentation of all assets (IT
& non-IT.
 Depiction of dependencies and relationships
between assets.
 Granular evaluation and filtering of
information.
 A fully-fledged CMDB compliant with ITIL best
practices.
 Provides numerous interfaces to Discovery,
Inventory, Monitoring, Service Desk.
 Service Desk tools and directory services.
 Can be individually adapted and extended to
the company's own requirements with
numerous add-ons.
 Creation of documents based on asset
information from the CMDB.
 Granular rights system for access to data and
information.
 Planning and documentation of maintenance.
 Modelling of services including consistency
checks.
 The documentation can be supplemented with
building and room plans.
 Enables impact analysis, risk analysis and risk
encounter as well as the
• implementation of a fully-fledged ISMS
according to BSI Grundschutz and ISO 27001.
 Low-cost entry, pay-as-you-grow pricing
model.

 ISMS & ITGrundschutz (ISO27001 / 27002,
data protection (DSGVO, PIA / DPIA, UMS
ISO14001, BCM ISO22301,
 Industry-specific (ASPICE and customerspecific compliance modules.
 Analytical table view with the ability to edit
(bulk-edit), arrange, group, sort and filter
data.
 Requirement and control catalogues grouped
by common criteria.
 Governance structure from a process and/or
asset perspective.
 Customisable catalogue of organisationspecific hazards.
 Prioritised risk identification to protect critical
assets, identify hazards and vulnerabilities.
 Create tasks for each compliance and risk
aspect.
 Prioritise tasks, and assign start/end dates to
them.
 Assign responsible persons (including LDAP
users)
 Store relevant documents (e.g.
documentation, policy details, evidence)
directly in the SCM or manage them via links
to documents from a document management
system.
 Support documentation for ISMS-specific
operational processes.
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We are i-doit
Since 2005, synetics GmbH has been developing i-doit, today a leading software
solution for IT documentation and CMDB. Based on the knowledge gained from a
wide range of project and consulting experience, a core product has been
developed. Since then, it has been continuously updated and developed in close
co-operation with users as the company's core business since 2013.
Information technology has permanently changed working life in almost all areas
over the last 20 years. In addition to the many innovations and facilitations that this development has
brought and continues to bring, the demands on those responsible for providing and controlling their
systems, applications and data are growing at the same rate.
The resulting activities are today summarised under the term IT Service Management (ITSM. The
demands on modern IT operations increasingly know no limits in terms of company size and thus also
demand more care, security and up-to-dateness from medium-sized and small organisations.
This is the main motivation behind the development of i-doit: to create offers that lead to successful
solutions even with a small budget and limited resources.

We are Infopulse
As an international IT security service provider with over 29 years of experience,
Infopulse offers comprehensive solutions and consulting services in 30 countries
worldwide.
Together with our team, partners and customers, we take a holistic approach to
create an innovative and safe future through advanced technologies and
adherence to quality and safety standards.
Our diversity of perspectives is the point that enriches our strength and enables us to develop the
most reliable and robust products for our customers.
To effectively streamline current governance, risk management and compliance tasks in one place, we
have developed a GRC solution - Infopulse Standards Compliance Manager (SCM. It is an integrated
compliance management platform for all regulatory or customer-specific standards, policies and
procedures.
Contact
EMail: sales@i-doit.com
Phone: +49 211 699 31 0

Contact
EMail: scm@infopulse.com
Phone: +49 703 120 94 286
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